GROUP INSURANCE REGULATIONS

Preface

E. Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy 


In order to receive University member HIPAA Protected Health Information (medical information identifying plan members) from affected University Group Health and Welfare Benefit Plans solely for member advocacy purposes and other plan administration functions performed in conjunction with its Group Health and Welfare Benefit Plans, the University has performed certain acts.
I. The University has established the following permitted and required uses and disclosures of Protected Health Information:

1) Health Care Operations.  We may use and disclose medical information about a member for certain of our health care operations and to assure that all of our enrollees receive quality care.  For example, we may use and disclose medical information about a member to a business associate who on the UC Plan’s behalf performs a function or activity involving the use or disclosure of a member’s medical information, including claims processing or administration, planning, data analysis, utilization review, quality assurance benefit management, practice management, referrals to specialists, or provides legal, actuarial, accounting, consulting, data aggregation, management, administrative or financial services that involve individually identifiable health information.

2) Plan Sponsor.  The University is the employer and the sponsor of group health plans for its employees.  The UC Plans may use or disclose medical information provided by or to the plan sponsor, such as medical information used in bidding or plan design, plan modification, amendment or termination, individual enrollment or disenrollment information, or medical information necessary to coordinate benefits or resolve a complaint.  However, UC Plans may not disclose medical information to the University as employer for the purpose of employment-related actions or decisions or in connection with any other benefit or employee benefit plan of the plan sponsor.  

3) Payment.  UC Plans may receive and disclose information in the course of activities that involve reimbursement for health care, such as determination of eligibility for coverage, claims processing, billing, obtaining and payment of premium, utilization review, medical necessity determinations, healthcare data processing, and precertifications. 

4) As Required By Law.  We will disclose medical information about a member when required to do so by federal, state or local law or regulation.  
5) To Avert a Serious Threat to Health or Safety.  We may use and disclose medical information about a member when necessary to prevent or lessen a serious threat to the member’s health and safety or the health and safety of the public or another person.  Any disclosure, however, would only be to someone able to help prevent the threat.  

6) Military and Veterans.  If a member is or was a member of the armed forces, we may release medical information about a member to military command authorities as authorized or required by law.  We may also release medical information about foreign military personnel to the appropriate military authority as authorized or required by law.  

7) Research.  In limited circumstances, we may use and disclose certain medical information for research purposes, subject to the confidentiality provisions of state and federal law.  A member’s medical information may be important to further research efforts and the development of new knowledge.  All research projects conducted by the University of California must be approved through a special review process to protect member safety, welfare and confidentiality.  

8) Workers’ Compensation.  We may release medical information about a member for workers’ compensation or similar programs as permitted or required by law.  These programs provide benefits for work-related injuries or illness.  

9) Health Oversight Activities.  We may disclose medical information to governmental, licensing, auditing and accrediting agencies as authorized or required by law.  

10) Legal Proceedings.  We may disclose medical information to courts, attorneys and court employees in the course of conservatorship and certain other judicial or administrative proceedings.  

11) Lawsuits and Disputes.  If a member is involved in a lawsuit or other legal proceeding, we may disclose medical information about a member in response to a court or administrative order, or in response to a subpoena, discovery request, warrant, summons, or other lawful process. 

12) Law Enforcement.  If authorized or required by law, we may disclose medical information under limited circumstances to a law enforcement official in response to a warrant or similar process, to identify or locate a suspect, or to provide information about the victim of a crime.

13) National Security and Intelligence Activities.  If authorized or required by law, we may release medical information about a member to authorized federal officials for intelligence, counterintelligence, and other national security activities.  

14) Protective Services for the United States President and Others.  We may disclose medical information about a member to authorized federal and state officials so they may provide protection to the President, other authorized persons, or foreign heads of state, or conduct special investigations, as authorized or required by law.  

15) Inmates.  If a member is an inmate of a correctional institution or under the custody of a law enforcement official, we may release medical information about a member to the correctional institution or law enforcement official, as authorized or required by law.  This release would be necessary (1) for the institution to provide a member with health care; (2) to protect a member’s health and safety or the health and safety of others; or (3) for the safety and security of the correctional institution. 

II. The University agrees to:

1) Not use or further disclose protected health information (PHI) or summary health information other than as permitted or required by these Group Insurance Regulations documents or as required by law;

2) Ensure that any agents (including a subcontractor) to whom the University provides PHI received from any of its Group Health & Welfare Plans agree to the same restrictions and conditions that apply to the University with respect to such information;

3) Not use or disclose the information for employment-related actions and decisions of the University or in connection with any other benefit or employee benefit plan;
4) Report to the University’s applicable Group health & Welfare Plans any use or disclosure of information that is inconsistent with the uses or disclosures provided for, or which it becomes aware;

5) Make available PHI in accordance with 45 Code of Federal Regulations, section 164.524 that allows individuals to access their protected health information;

6) Make available PHI for amendment and consider any amendments of PHI in accordance with 45 Code of Federal Regulations, section 164.526 that allows individual requests for amendment of protected health information;

7) Make available an accounting of disclosures of an individual’s PHI in accordance with 45 Code of Federal Regulations, section 164.528;

8) Make the University’s internal practices, books, and records relating to the use and disclosure of PHI received from the University’s Group Health & Welfare Plans available to the Secretary of the U.S, Department of Health and Human Services for purposes of determining compliance by the Group Health & Welfare Plans with this subpart;
9) If feasible, return or destroy all PHI received from the Group Health & Welfare Plans that the University still maintains in any form and retain no copies of such information when no longer needed for the purpose for which disclosure was made, except that, if such return or destruction is not feasible, limit further uses and disclosures to those purposes that make the return or destruction of the information infeasible; and 

10) Ensure that the adequate separation from the Plan Sponsor, plan administration or another component of the covered entity, as required by 45 Code of Federal Regulations, section 164.504(f)(2) (iii) is established.

III. The University gives access to University employees in the following departments and other persons also noted below to the PHI to be disclosed for plan administration functions as required:

1) The Regents of the University

2) The President of the University

3) The Senior Vice President of Business and Finance
4) HR/B Associate Vice President’s Office

5) HR/B Deputy to the AVP & Executive Director of Systemwide HR&B Strategy

6) HR/B Health & Welfare Policy & Program Design

7) HR/B Client Relations and Diversity

8) Business and Finance Payroll Coordination

9) Office of the General Counsel of the Regents

10) Office of the University Auditor

11) University location Benefit Offices

12) University location Payroll Offices

13) University location Health Care Facilitators

14) University location Employee Assistance Program Counselors

15) University location Chief Human Resource Officers

16) University location IT Staff

IV. Any issues of staff non-compliance with use, access, and disclosure of PHI will be subject to disciplinary action in accordance with University policies and procedures.
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